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Executive Summary 

 

The global cyber threat landscape is undergoing a profound transformation, 
characterized by an unprecedented escalation in the sophistication, volume, and 
financial impact of attacks. Adversaries are rapidly evolving their tactics, leveraging 
commoditized tools, and increasingly harnessing the power of artificial intelligence 
(AI) to bypass traditional defenses. This dynamic environment has led to a significant 
increase in the cost of data breaches, which reached a global average of $4.88 million 
in 2024, representing a 10% increase from the prior year and the largest annual jump 
since the pandemic.1 

Analysis of recent trends (2022-2024) reveals critical shifts in adversary behavior. The 
exploitation of vulnerabilities as an initial access vector has surged by 180% (almost 
tripling) from the previous year.3 Concurrently, identity-based attacks, primarily 
through stolen credentials and infostealer malware, have emerged as a preferred 
initial access method, with a 71% surge in valid account abuse observed in 2023.6 
Ransomware attacks, while adapting tactics to include multifaceted extortion, are 
projected to increase by 2.75 times in 2025 compared to 2023, with a particularly 
severe impact on the healthcare sector.7 AI's dual role in cybersecurity is evident, as it 
enhances both defensive capabilities and adversarial precision, with 87% of security 
experts reporting encounters with AI-driven attacks in the past year.2 

 

 
 
 
 
 



 

Looking ahead, the financial implications of cybercrime are staggering, with 
projections indicating a global cost of $10.5 trillion annually by 2025.2 In response, the 
global cybersecurity market is forecast for substantial growth, with projections 
ranging from $227.59 billion in 2025 to $351.92 billion by 2030, reflecting a Compound 
Annual Growth Rate (CAGR) of 9.1%.9 This report provides a detailed breakdown of 
attack trends and future forecasts for the five most targeted industries: Finance and 
Insurance, Healthcare, Professional, Business, and Consumer Services, 
Manufacturing, and Energy and Utilities. 

 

1. Introduction: The Evolving Global Cyber Threat Landscape 

 

The contemporary cybersecurity landscape is best described as a relentless "cyber 
arms race," where advancements in artificial intelligence are not only bolstering 
defensive capabilities but are also significantly amplifying the impact and 
sophistication of adversarial operations.10 This accelerating dynamic renders 
traditional, reactive cybersecurity approaches increasingly inadequate for modern 
threats. A critical development driving this shift is the industrialization of cybercrime. 
Cybercriminal organizations are now structured much like legitimate businesses, 
complete with specialized services such as "access-as-a-service" offerings and 
readily available, commoditized exploit kits on darknet marketplaces.11 This 
professionalization of illicit activities means that highly sophisticated attack 
methodologies are no longer exclusive to state-sponsored actors but are 
standardized, scalable, and accessible to a broader range of malicious entities. 

 

 

 

 

 



 

The speed and ferocity of cyberattacks continue to intensify at an alarming rate. 
Adversaries are compressing the timeframes between initial network intrusion, lateral 
movement within compromised systems, and the eventual data breach or system 
disruption.10 On average, a cyber attack occurs every 39 seconds globally, translating 
to approximately 2,244 attacks per day.2 The first quarter of 2025 alone witnessed a 
dramatic surge in cyberattacks, with volumes skyrocketing by 47% compared to the 
same period in the previous year.2 This pervasive and escalating threat environment 
underscores a fundamental shift: the lowering of the barrier to entry for 
cybercriminals. The widespread availability of sophisticated tools and services means 
that even less skilled actors can launch complex attacks. Consequently, a "good 
enough" cybersecurity posture is no longer sufficient.10 Organizations must transition 
to more proactive, intelligence-led defense strategies, leveraging advanced 
technologies like AI and embracing continuous threat exposure management to stay 
ahead of the curve.13 

 

2. Cross-Industry Attack Trends (2022-2024) 

 

The past three years have seen significant shifts in the tactics and techniques 
employed by cyber adversaries, with several trends emerging as dominant across 
various industries. 

 

 

 

 

 

 



 

 
 
2.1. Rise of Identity-Based Attacks and Stolen Credentials 

 

A notable and concerning development is the increasing reliance on identity-based 
attacks. In 2023, the abuse of valid account credentials became the preferred initial 
access vector for cybercriminals, experiencing a substantial 71% surge over the 
previous year and accounting for 30% of all incidents IBM X-Force responded to.6 This 
method was observed to be as prevalent as phishing as a top infection vector in 
2023.6 This trend signifies a strategic pivot by attackers, who are finding it more 
efficient to "log in" using legitimate, albeit stolen, credentials rather than "hack in" 
through complex exploits. 

The proliferation of infostealer malware further fuels this trend. In 2024, IBM observed 
an 84% increase in infostealers delivered via phishing campaigns, complemented by a 
12% year-over-year increase in infostealer credentials available for sale on the dark 
web.11 Credential harvesting was identified as the most common impact experienced 
by victim organizations in 28% of incidents in 2024.11 Mandiant's M-Trends 2025 
report, based on 2024 data, corroborated this, identifying stolen credentials as the 
second most common initial infection vector, accounting for 16% of incidents.15 Cloud 
environments were particularly susceptible, with 35% of cloud asset compromises 
attributed to stolen credentials.15 The scale of this issue is immense, with Fortinet 
reporting over 100 billion compromised records shared on underground forums in 
2024, a 42% year-over-year spike largely driven by "combo lists" of stolen usernames, 
passwords, and email addresses.13 Microsoft's telemetry data further underscores the 
magnitude, observing over 600 million daily identity-related attack attempts in 2024.7 

The pervasive availability of valid credentials on the dark web, coupled with the 
relative ease of acquiring them compared to developing zero-day exploits, has 
fundamentally altered the cybersecurity perimeter. Organizations can no longer rely 
solely on network-centric defenses. Identity has become the new control plane, 
necessitating a robust focus on Identity and Access Management (IAM) solutions, 
including strong, phishing-resistant multi-factor authentication (MFA), and continuous 
monitoring of all identity-related activities. This paradigm shift mandates a Zero Trust 



 

security model, where every access request is verified regardless of its origin. 

 

2.2. Exploitation of Vulnerabilities and Supply Chain Risks 

 

The exploitation of vulnerabilities has become an increasingly critical pathway for 
initiating breaches. Verizon's 2024 Data Breach Investigations Report (DBIR), covering 
November 2022 to October 2023, revealed a substantial growth in attacks leveraging 
vulnerabilities, nearly tripling (a 180% increase) from the previous year.3 This surge 
was significantly influenced by the exploitation of zero-day vulnerabilities, such as the 
MOVEit vulnerability, and other exploits predominantly utilized by ransomware and 
extortion actors targeting web applications as their initial entry points.4 Mandiant's 
M-Trends 2025 report, analyzing 2024 data, identified vulnerability exploitation as the 
most common initial infection vector, accounting for 33% of incidents—a six 
percentage point increase from 2022.15 The sheer volume of new vulnerabilities is also 
escalating, with Fortinet reporting over 40,000 new vulnerabilities added to the 
National Vulnerability Database in 2024, a 39% rise from 2023.13 

Beyond direct exploitation, the interconnectedness of modern digital ecosystems has 
amplified supply chain risks. Breaches involving a third party increased by a 
significant 68% from the previous year, accounting for 15% of all breaches in Verizon's 
2024 DBIR.3 The World Economic Forum highlights that 41% of organizations 
experiencing a material incident in the past 12 months attributed it to a third party.18 
Furthermore, a concerning 54% of organizations admit to having an insufficient 
understanding of cyber vulnerabilities within their supply chain.18 The MOVEit attacks 
in June 2023 serve as a stark illustration of how a single vulnerability within a widely 
used software component can cascade, affecting millions of individuals and 
thousands of organizations, resulting in substantial financial losses and data theft.4 

The dramatic increase in vulnerability exploitation, coupled with the pervasive lack of 
supply chain visibility, indicates that organizations are not merely vulnerable through 
their internal systems but through their entire interconnected digital ecosystem. A 
comprehensive defense-in-depth strategy must extend beyond an organization's 
direct perimeter to encompass its entire supply chain and third-party dependencies. 



 

This necessitates rigorous vendor risk management, continuous monitoring of 
third-party integrations, and a proactive recognition that a breach in one part of the 
ecosystem can have far-reaching, cascading effects across many connected entities. 

 

2.3. Ransomware's Persistent Evolution 

 

Ransomware continues to be a formidable and evolving threat. While IBM X-Force 
observed an 11.5% drop in enterprise ransomware incidents in 2023, it remained the 
most common "action on objective," accounting for 20% of incidents.6 This suggests 
that while the final encryption stage might be less frequent due to improved defenses, 
the intent and initial compromise attempts remain high. IBM also notes a strategic 
pivot by ransomware groups towards infostealer malware, indicating a diversification 
of their monetization strategies.6 

Verizon's 2024 DBIR found that approximately one-third (32%) of all breaches in 2023 
involved some form of Extortion technique, including Ransomware.4 Pure Extortion 
attacks, distinct from traditional ransomware, also saw a rise, becoming a component 
in 9% of all breaches.4 The report further highlighted that ransomware was a top 
threat across 92% of industries.4 Microsoft's 2024 Digital Defense Report indicated a 
significant increase in ransomware attacks, rising by 2.75 times year-over-year. 
However, fewer of these attacks reached the encryption stage due to enhanced 
defensive measures.16 A critical vulnerability identified by Microsoft is that over 90% of 
ransomware attacks utilized unmanaged devices as their initial access point.20 

Aon's analysis reported a staggering 1,281% increase in ransomware events over the 
past five years, with a pronounced spike observed in the first half of 2023 that 
continued into Q4 2023.21 Conversely, the RSM US Q1 2025 survey noted a slight 
decrease in middle market companies experiencing at least one ransomware attack or 
demand, falling to 26% from 30% in 2024 and 35% in 2023.22 This seemingly 
contradictory data points to a nuanced reality: while some organizations are improving 
their ability to stop ransomware before full encryption, the overall volume of attacks 
and the shift to multifaceted extortion tactics persist. Attackers are not abandoning 
ransomware; they are evolving their methods to ensure financial gain, even if it means 



 

not always deploying the final encryption payload. 

This tactical adaptation underscores that organizations cannot solely focus on 
preventing data encryption. Defenses must be broadened to counter data theft, data 
leaks, and other forms of extortion, which are now integral components of 
ransomware operators' playbooks. This necessitates robust data exfiltration detection, 
comprehensive incident response capabilities that can intervene before full impact, 
and stringent management of all network-connected devices, particularly those that 
are unmanaged. 

 

2.4. The Dual-Edged Sword of AI 

 

Artificial intelligence is rapidly becoming a pivotal force, simultaneously enhancing the 
capabilities of both cybersecurity defenders and adversaries. Gartner predicts that 
Generative AI (GenAI) will drive a 15% increase in security software spending through 
2025, and by 2027, an estimated 17% of all cyberattacks and data leaks are expected 
to involve GenAI.23 

On the offensive side, AI-powered cyberattacks are anticipated to introduce 
increasingly sophisticated and nuanced threats in 2025. Attackers are leveraging AI to 
craft hyper-realistic phishing emails, create convincing deepfakes for identity theft 
and fraud, conduct advanced reconnaissance, perform vulnerability research, and 
even develop polymorphic malware that can adapt its source code to evade 
detection.7 Microsoft acknowledges AI's dual role, noting its use by threat actors to 
develop sophisticated attack strategies even as it bolsters defensive mechanisms.16 
Fortinet's analysis highlights the rapid scaling of AI-powered cybercrime, with tools 
like FraudGPT enhancing phishing realism and enabling attackers to bypass traditional 
security controls more effectively.13 

The widespread adoption of AI by both sides of the cyber conflict is accelerating the 
"cyber arms race." The concern extends beyond AI-driven attacks themselves to how 
AI amplifies existing attack vectors and creates entirely new ones. This dynamic 
creates a continuous feedback loop where defensive AI solutions must constantly 



 

evolve to counteract offensive AI capabilities. The immediate impact of this trend is 
already evident, with 87% of security experts reporting encounters with AI-driven 
attacks in the past year.2 

This environment mandates that organizations strategically invest in AI-driven 
cybersecurity solutions to maintain pace with the evolving threat landscape. Crucially, 
they must also secure their own AI initiatives. In 2024, only 24% of generative AI 
initiatives in financial firms were secured 24, indicating a significant potential attack 
vector if not properly managed. Developing robust security frameworks for AI tools is 
paramount to prevent AI from becoming an additional point of vulnerability. 

 

Table 1: Global Cyberattack Trends (2022-2024) 

 

 
Metric 2022 Data 2023 Data 2024 Data Trend 

(2022-2024) 
Source 

Average 
Global Data 
Breach Cost 

$4.35M 2 $4.45M 1 $4.88M 1 10% 
Increase 
(2023-2024) 
1 

IBM, 
Bizplanr.ai 

Exploitation 
of 
Vulnerabilitie
s (Initial 
Access) 

26% of 
incidents 25 

180% 
increase 
from 
previous 
year 3 

33% of 
incidents 15 

Significant 
increase 

Verizon, 
Mandiant 

Stolen 
Credentials 
(Initial 
Access) 

16% of 
incidents 25 

30% of 
incidents 6 

16% of 
incidents 15 

Significant 
surge in 
2023, 
consistent in 
2024 

IBM, 
Mandiant 

Phishing 46% of 30% of 25% of Decline in IBM, 



 

(Initial 
Access) 

successful 
compromise
s 11 

incidents 6 / 
29% of 
successful 
compromise
s 11 

successful 
compromise
s 11 / 14% of 
incidents 15 

successful 
compromise
s, but 
remains 
common 

Mandiant 

Ransomware
/Extortion 

23% of all 
breaches 
involved 
ransomware 
4 

32% of all 
breaches 
involved 
extortion 4 

2.75x 
increase in 
ransomware 
attacks YOY 
20 

Increasing 
prevalence 
of extortion 
tactics 

Verizon, 
Microsoft 

Third-Party 
Breaches 

N/A 15% of all 
breaches 3 

68% 
increase 
from 
previous 
year 3 

Significant 
increase 

Verizon 

Infostealer 
Malware 

N/A 266% 
upsurge in 
use 14 

84% 
increase 
delivered via 
phishing 11 

Dramatic 
increase 

IBM 

Identity-relat
ed Attacks 

N/A N/A >600 million 
daily 
attempts 7 

High volume Microsoft 

New 
Vulnerabilitie
s Disclosed 

N/A N/A >30,000 in 
past year, 
17% YOY 
increase 2 

Increasing 
volume 

Bizplanr.ai 

 

3. Industry-Specific Analysis: Attack Trends and Forecasts 

 

 



 

3.1. Finance and Insurance 

 

 

3.1.1. Recent Attack Trends (2022-2024) 

 

The Finance and Insurance sector consistently ranks among the most targeted 
industries globally due to the high value and sensitivity of the data it handles. IBM 
X-Force has identified it as the second most attacked industry for three consecutive 
years.26 Mandiant's M-Trends 2025 report, based on 2024 data, positioned it as the 
most targeted industry globally, accounting for 17.4% of incidents.15 Fortinet's 2025 
report (2024 data) also listed it among the most targeted sectors.13 

Verizon's 2024 DBIR, covering November 2022 to October 2023, reported 3,348 
security incidents in this sector, with 1,115 confirmed data breaches.19 The primary 
attack patterns observed were System Intrusion, Miscellaneous Errors, and Social 
Engineering, collectively responsible for 78% of breaches.4 System Intrusion has 
notably risen to become the leading threat in this industry.4 The motivation behind 
these attacks is overwhelmingly financial, accounting for 95% of breaches in the 
sector.4 

The financial impact of breaches in this sector is substantial. The average cost of a 
data breach for financial firms reached $6.08 million in 2024, representing a 3% 
increase from $5.9 million in 2023, and standing 22% higher than the global average.24 
Historical costs illustrate a steady upward trajectory: $5.72 million in 2021, $5.97 
million in 2022, and $5.9 million in 2023.24 In 2024, malicious attacks constituted 51% 
of breach root causes in finance, while IT failures and human error accounted for 25% 
and 24% respectively.24 A positive development is the significant reduction in human 
error as a breach cause, dropping from 33% in 2023 to 24% in 2024.24 Financial 
organizations also demonstrated relatively faster response times, with an average 
detection time of 168 days and containment time of 51 days in 2024, both quicker than 
global averages.24 



 

 

3.1.2. Key Attack Vectors and Impacts 

 

Ransomware and the abuse of stolen credentials remain highly prevalent in the 
financial sector, directly contributing to the financially motivated objectives of threat 
actors.4 Phishing and pretexting, often delivered via email, continue to be primary 
causes of incidents, accounting for 73% of breaches in Verizon's finance snapshot.4 A 
concerning statistic is the median time for users to fall for phishing emails: less than 
60 seconds.4 

Distributed Denial of Service (DDoS) attacks pose a significant and growing threat. In 
2024, financial institutions experienced a 27% year-over-year increase in 
cyberattacks, with an average of nearly 13,000 DDoS attacks per institution.27 DNS 
Query Floods, a sophisticated variant of Layer 7 denial-of-service, surged by over 
272% globally, disproportionately impacting financial firms.27 The increasing 
complexity of these attacks, often involving multiple distinct vectors (up to 69 per 
event in 2024), makes them harder to defend against.27 

Supply chain compromise has also emerged as a critical initial access method for 
financial institutions in some regions. An example from 2024 is the RansomEXX attack 
on C-Edge Technologies, a banking systems provider, which led to disruptions in 
financial services for approximately 300 small banks in India.28 This incident highlights 
how vulnerabilities in trusted third-party partners can be exploited to bypass the 
robust security systems of larger financial entities. 

The financial sector's inherent high value makes it an enduring target, requiring an 
adaptive defense strategy that anticipates and counters shifts in adversary tactics 
rather than merely reacting to past threats. While financial institutions are enhancing 
their security posture, as evidenced by the reduction in human error and attackers 
being "forced to work harder" by moving away from simpler web application attacks, 
the overall cost of breaches continues to rise. This indicates that attackers are rapidly 
adapting, forcing them to employ more advanced and multi-vector tactics to achieve 
their objectives. Continuous and proactive investment in advanced threat detection, 
robust incident response capabilities, and comprehensive supply chain security 



 

measures is therefore crucial. 

 

3.1.3. Forecast: 2025-2030 Outlook 

 

The financial sector is expected to remain a primary target for cybercriminals due to 
its high-value financial assets and sensitive data.2 The increasing trend of attacks 
through trusted relationships (supply chain) is projected to continue impacting large 
financial organizations, as well as the small and medium-sized businesses that 
collaborate with them, as attackers exploit less protected partners to bypass stronger 
defenses.28 

The global cybersecurity insurance market, which serves as a key indicator of 
perceived risk and demand for protection in sectors like finance, is projected for 
significant growth. MarketsandMarkets forecasts this market to expand from $16.54 
billion in 2025 to $32.19 billion by 2030, at a Compound Annual Growth Rate (CAGR) of 
14.2%.29 Munich Re similarly expects the market to reach $16.3 billion in 2025 and 
more than double to $30 billion by 2030, growing at an average annual rate of over 
10%.31 This growth reflects the escalating frequency and severity of cyberattacks, 
particularly ransomware and data breaches, driving organizations to seek financial 
safeguards.30 

 

3.2. Healthcare 

 

 

3.2.1. Recent Attack Trends (2022-2024) 

 

The healthcare sector consistently faces the costliest data breaches globally, 
maintaining this unfortunate distinction for the 14th consecutive year, with average 



 

breach costs reaching $9.77 million in 2024.1 The volume of attacks is also on the rise. 
In the first half of 2024, 387 data breaches involving 500 or more records were 
reported to the Office for Civil Rights (OCR), marking an 8.4% increase from H1 2023 
and a 9.3% increase from H1 2022.32 Over a broader period, from 2018 to 2023, there 
was a 93% increase in large data breaches reported to OCR, with a staggering 278% 
increase specifically in large breaches involving ransomware.32 

Hacking/IT incidents, encompassing hacks, ransomware, malware, and phishing 
attacks, remain the predominant cause of data breaches in healthcare. In H1 2024, 
301 out of 387 large data breaches (77.78%) were categorized as hacking/IT incidents, 
representing an 11.48% increase from H1 2023 and a 5.2% increase from H1 2022.32 A 
recent survey indicated that 92% of healthcare organizations experienced a 
cyberattack in the past 12 months (2023-2024), an increase from 88% in 2023.33 While 
the number of incidents increased, the average size of hacking/IT incidents (excluding 
the massive Change Healthcare breach, which is still being reported) saw a reduction, 
from 171,023 records in H1 2023 to 101,195 records in H1 2024.32 However, the total 
number of breached records in H1 2024 (45,555,982) was still 87.8% more than in H1 
2022.32 

Unauthorized access/disclosure incidents, while less frequent than hacking, can be 
equally damaging. These incidents saw a 6.7% reduction from H1 2023 to H1 2024 but 
a 40% increase from H2 2023.32 Loss or theft of electronic devices containing 
Protected Health Information (PHI) also increased significantly, with 13 incidents 
reported in H1 2024, an 85.7% increase from H1 2023.32 

 

3.2.2. Key Attack Vectors and Impacts 

 

Ransomware continues to be a critical threat, with cybercriminals increasingly 
adopting multifaceted extortion tactics.7 The FBI reports indicate that the healthcare 
industry was the most targeted by ransomware, leading to disruptions in patient care 
and the loss of sensitive medical data.7 The high value of Protected Health Information 
(PHI) on the black market makes healthcare a particularly attractive target for data 



 

theft and fraud.34 

Phishing remains a prevalent initial access vector, with Microsoft reporting 600 million 
identity-related attacks per day in 2024 across all sectors, emphasizing the broad 
impact of compromised identities.7 The increasing dependence of the healthcare 
sector on internet-connected technologies, including electronic health records 
(EHRs), telemedicine, and connected medical devices (IoMT), expands the attack 
surface and introduces new vulnerabilities.34 Misconfigurations, inadequate 
monitoring, and weak security practices in cloud environments also pose significant 
risks as healthcare organizations migrate to the cloud.7 

The massive Change Healthcare ransomware attack in February 2024, which 
potentially compromised the data of over 100 million Americans and severely 
disrupted insurance verification and payment systems nationwide, starkly highlights 
the sector's vulnerability to large-scale, disruptive attacks.32 This incident underscores 
the profound impact cyberattacks can have on critical patient care and operational 
continuity. 

 

3.2.3. Forecast: 2025-2030 Outlook 

 

The healthcare sector's cybersecurity market is projected for substantial growth, 
reflecting the escalating threat and increasing investment in defense. The global 
healthcare cybersecurity market is anticipated to reach approximately $40.82 billion 
by 2030 from $19.03 billion in 2025, growing at a CAGR of 16.49%.34 Another 
projection indicates a market size of $56.34 billion by 2030 from $17.28 billion in 2023, 
with an 18.5% CAGR from 2024-2030.35 Precedence Research projects the global 
healthcare cybersecurity market to reach around $126.70 billion by 2034 from $31.9 
billion in 2025, expanding at a CAGR of 16.61%.36 The U.S. market alone is predicted to 
reach $36.67 billion by 2034, with a 17% CAGR from 2025 to 2034.36 

Ransomware attacks are specifically expected to increase by 2.75 times in 2025 
compared to 2023 within the healthcare sector.7 The continued digitalization of 
healthcare, including the widespread adoption of electronic health records, 



 

telemedicine, and Internet of Medical Things (IoMT) devices, will further expand the 
attack surface, driving the need for robust cybersecurity measures.35 The high value 
of patient data and the critical nature of healthcare services will ensure the sector 
remains a prime target for financially motivated cybercriminals. Increased regulatory 
focus on cybersecurity in healthcare, such as the December 2024 Health Care 
Cybersecurity and Resiliency Act, will also drive market growth by mandating incident 
response plans and modernizing security practices.34 

 

3.3. Professional, Business, and Consumer Services 

 

 

3.3.1. Recent Attack Trends (2022-2024) 

 

The Professional, Business, and Consumer Services sector is a broad and frequently 
targeted industry. In Europe, this sector was hit hardest, accounting for 38% of 
incidents, according to IBM X-Force's 2024 report.11 In North America, it was the 
second most targeted, representing 20% of all incidents investigated.11 Mandiant's 
M-Trends 2025 report (2024 data) also listed it among the popular targets, 
accounting for 11.1% of their incident response engagements.15 

A significant trend impacting this sector, particularly small and medium enterprises 
(SMEs), is the growing cyber inequity. The number of organizations maintaining a 
minimum viable cyber resilience has decreased by 30% since 2022.18 More than twice 
as many SMEs compared to large organizations report lacking the necessary cyber 
resilience to meet their critical operational requirements.18 This disparity is driven by 
the rising cost of access to innovative cyber services, tools, skills, and expertise, 
which larger organizations are better equipped to acquire.18 For small businesses 
specifically, cyberattacks increased by 28% in 2023 compared to 2022.38 These 
attacks often result in revenue loss (42%), loss of customer trust (32%), and 
regrettable employee turnover (32%).38 



 

Mobile devices represent a growing vulnerability for businesses in this sector. Data 
from Q3 2022 to Q2 2024 showed a 21% growth in exposure of mobile devices, which 
are often overlooked from a security standpoint but can provide attackers with access 
to valuable business information stored in the cloud or through stored logins.38 

 

3.3.2. Key Attack Vectors and Impacts 

 

Social engineering remains a highly effective attack vector, with Microsoft observing 
over 600 million daily identity-related attacks in 2024.7 These attacks often involve 
sophisticated phishing and pretexting techniques, leveraging AI to craft 
hyper-realistic lures.7 The pervasive nature of identity-based attacks means that 
compromised credentials are a primary means of initial access, as discussed in the 
cross-industry trends.6 

Supply chain vulnerabilities continue to pose substantial risks. The World Economic 
Forum highlights that 41% of organizations that experienced a material incident in the 
past 12 months reported it was caused by a third party.18 A significant 54% of 
organizations have an insufficient understanding of cyber vulnerabilities in their 
supply chain.18 This lack of visibility, coupled with the fact that 51% of leaders state 
their supply-chain partners have not asked them for proof of their cybersecurity 
posture, creates significant systemic risk.18 The MOVEit attacks in June 2023 
demonstrated how a single supply chain vulnerability can impact thousands of 
organizations, including those in professional services, leading to widespread data 
theft and financial losses.18 

The disproportionate impact on SMEs, which often lack the resources and defenses of 
larger organizations, makes them attractive targets for cybercriminals.2 This structural 
vulnerability within the ecosystem means that even if larger organizations within this 
sector improve their defenses, they remain exposed through their less resilient smaller 
partners. 

 



 

3.3.3. Forecast: 2025-2030 Outlook 

 

The overall cost of cybercrime is projected to reach a staggering $10.5 trillion annually 
by 2025 2, underscoring the urgent need for enhanced cybersecurity defenses across 
all industries, including professional, business, and consumer services. The global 
cybersecurity market is forecast for robust growth, with projections indicating it could 
surpass $424 billion by 2030, potentially reaching $562.7 billion by 2032.2 This growth 
is driven by the rising frequency of cyber threats, increasing digital transformation, 
and the proliferation of connected devices.2 Global end-user spending on information 
security is expected to reach $212 billion in 2025, a 15.1% increase from $183.9 billion 
in 2024, as organizations increase their cybersecurity investments.2 

The increasing adoption of cloud services, IoT integration, and hybrid work 
environments will continue to expand the attack surface for businesses in this sector, 
driving demand for comprehensive cybersecurity solutions.30 Small and mid-sized 
enterprises are expected to remain prominent targets, leading to a surge in demand 
for cost-effective, bundled insurance solutions and managed security services.2 
AI-driven attacks, particularly those leveraging advanced social engineering and 
polymorphic malware, will become more common, requiring continuous adaptation of 
defensive strategies.7 

 

3.4. Manufacturing 

 

 

3.4.1. Recent Attack Trends (2022-2024) 

 

The manufacturing sector has consistently been a prime target for cyberattacks, 
holding the unfortunate distinction of being the top-attacked industry for three 
consecutive years, according to IBM X-Force incident response data.26 In 2024, 
Fortinet's report identified manufacturing as the most targeted sector globally, 



 

accounting for 17% of incidents.13 IBM X-Force's regional breakdown for 2024 further 
supports this, with manufacturing representing 40% of incidents in APAC and 24% in 
North America.11 

Ransomware attacks against industrial organizations, with a significant majority 
targeting manufacturing entities, increased by 87% in 2024 over the previous year.39 
The number of manufacturing entities specifically targeted by ransomware has shown 
a dramatic increase: from 437 in 2022, to 638 in 2023, and then to 1,171 in 2024.39 This 
illustrates a near doubling of attacks each year. These attacks are often motivated by 
the high-value payoffs associated with targeting manufacturing facilities, including 
access to valuable intellectual property (IP) and operational data, as well as the 
potential for large ransom payments.39 IBM X-Force noted that manufacturing 
organizations experienced significant impacts from attacks, including extortion (29%) 
and data theft (24%) in 2024, directly targeting financial assets and intellectual 
property.11 

The sector's vulnerability is often attributed to the exploitation of outdated legacy 
technology.11 While manufacturers have become more aware of cyber risks, many 
remain unprepared. In 2024, cybersecurity was recognized as one of the top five 
external risks to manufacturers for the first time.39 However, only 45% of 
manufacturing companies reported being well-prepared for the convergence of 
Operational Technology (OT) and Information Technology (IT) cybersecurity risks, with 
13% admitting to being completely unprepared.39 The financial consequences are 
severe, with nearly half of these attacks in the United States alone resulting in $8.27 
billion in lost downtime costs in 2024.39 

 

3.4.2. Key Attack Vectors and Impacts 

 

The primary attack vectors in manufacturing often involve ransomware, which exploits 
vulnerabilities in outdated systems and the growing convergence of IT and OT 
networks. The continued use of legacy technology creates persistent entry points for 
attackers seeking to disrupt operations or exfiltrate sensitive data.11 The high value of 
intellectual property, including designs, processes, and proprietary information, makes 



 

data theft a significant impact.11 

The increasing sophistication of cybercriminal networks, which resemble formal 
industries with specialized services, means that ransomware groups are exploiting 
vulnerabilities with devastating efficiency.12 This industrialization of cybercrime means 
that manufacturing faces not just individual threats but organized, professionalized 
campaigns designed for maximum impact. 

The lack of preparedness for IT/OT convergence is a critical vulnerability. As 
manufacturing increasingly integrates digital technologies into its operational 
processes, the attack surface expands, introducing new risks to critical production 
systems. The financial motive behind these attacks is clear, with threat actors seeking 
both direct ransom payments and the monetization of stolen intellectual property. 

 

3.4.3. Forecast: 2025-2030 Outlook 

 

The manufacturing sector is expected to remain a primary target for cyberattacks, 
driven by the high value of its intellectual property and the potential for significant 
operational disruption. The global cybersecurity market, which provides defensive 
solutions for industries like manufacturing, is projected to grow from $227.59 billion in 
2025 to $351.92 billion by 2030 at a CAGR of 9.1%.9 Broader projections for the global 
cybersecurity market indicate it could reach $500.70 billion by 2030 with a CAGR of 
12.9%.40 

The impact of AI on industrial cyberattacks is a growing concern. As AI-powered 
cybercrime scales rapidly, attackers will leverage AI to enhance phishing realism and 
evade traditional security controls, making attacks more effective and difficult to 
detect.13 This will likely lead to more sophisticated and targeted attacks against 
manufacturing's increasingly digitalized and automated environments. The continued 
adoption of cloud services and IoT devices in manufacturing will further expand the 
attack surface, necessitating increased investment in cloud security and endpoint/IoT 
security solutions.9 The need to protect business assets from these growing and 
complex threats will continue to drive demand for cybersecurity solutions in the 



 

manufacturing sector.9 

 

3.5. Energy and Utilities 

 

 

3.5.1. Recent Attack Trends (2022-2024) 

 

The Energy and Utilities sector, as critical infrastructure, faces an increasingly severe 
and complex cyber threat landscape. Cyberattacks on utilities increased by 70% in 
2024 compared to the previous year, according to Check Point Research.41 This 
follows a 200% increase in attacks on utilities in 2023.43 In 2023, the U.S. Department 
of Energy (DOE) reported at least 175 instances of physical attacks or threats against 
critical grid infrastructure, including theft and vandalism.42 

Ransomware remains a significant threat to critical infrastructure. In 2022, 85% of 
critical infrastructure organizations experienced at least one ransomware attack.44 The 
average cost of data breaches in the energy sector exceeds $4 million.43 While utilities 
in Europe show varying levels of cybersecurity management, the region has the 
highest percentage of companies with "very strong" programs (26%), whereas North 
American utilities generally have adequate management (46%).41 However, 
Morningstar Sustainalytics reported that nearly 38% of 445 utility companies globally 
had weak cybersecurity management programs as recently as 2022, though this 
improved to nearly 27% in 2023.41 This indicates a persistent vulnerability despite 
some improvements. 

The growing adoption of digital technologies by utilities, while offering customer 
benefits, simultaneously exposes the industry to cyberattacks affecting both physical 
and digital infrastructure.41 Incidents have included service disruptions, such as Luma 
Energy's cyberattack in 2021 that blocked customer portal access during outages, 
and Empresas Públicas de Medellín's attack in 2022 that disrupted office operations 
and bill payments.41 Hydro-Quebec also suffered an attack in 2023 that took its app 



 

and website offline.41 

 

3.5.2. Key Attack Vectors and Impacts 

 

Nation-state actors pose a particularly advanced and persistent threat to the energy 
industry's critical infrastructure, possessing the resources and support to mount 
complex and orchestrated attacks.44 These actors demonstrate a growing willingness 
to compromise critical infrastructure systems even without inherent espionage value, 
aiming to further broader strategic objectives.45 

The convergence of IT and Operational Technology (OT) systems in utilities creates 
new attack surfaces, particularly for SCADA (Supervisory Control and Data 
Acquisition) and Industrial Control Systems (ICS).44 These systems, vital for managing 
and controlling critical infrastructure, are increasingly vulnerable as they become 
more connected. The exploitation of outdated legacy systems, as noted in the 
manufacturing sector, is also a concern for utilities.11 

Data breaches in the utilities sector have predominantly involved the compromise of 
thousands of customers' personal information, and some incidents have led to 
regulatory non-compliance, such as violations of GDPR.41 The increasing digitalization 
of the grid, including smart grid technologies and distributed energy resources, 
expands the potential points of attack.44 

 

3.5.3. Forecast: 2025-2030 Outlook 

 

The energy and utilities sector is expected to face a continued escalation of 
cyberattacks. Experts predict that the worrying trajectory of increasing incidents will 
persist beyond 2024.41 Cyberattacks on energy utilities have already tripled in the past 
four years and are becoming more sophisticated due to the integration of AI.46 

The increasing demand for electricity, particularly from data centers driven by AI use, 



 

will further expand the attack surface and criticality of the energy grid. US data center 
energy demand is projected to grow at a compound annual rate of 15% from 2023 to 
2030, potentially accounting for 8% of total US power demand by 2030 (up from 
about 3% in 2024).47 This surge in demand necessitates significant investment in grid 
modernization and expansion, which, while enhancing resilience, also introduces new 
digital vulnerabilities.48 

The US Department of Energy warns that with current energy policies, the US faces a 
100-fold increase in longer, more severe power outages by 2030.49 While this forecast 
primarily relates to grid adequacy, it highlights the severe consequences of 
disruptions, which cyberattacks can certainly induce. The ongoing energy transition, 
with its shift to more digital and decentralized grids and the proliferation of renewable 
energy sources like solar and wind, will introduce new cyber risks, as these systems 
are susceptible to various types of cyberattacks.43 Protecting critical supply chains for 
the energy industry will also remain a major priority.48 

 

Table 2: Industry-Specific Attack Trends (2022-2024) 

 

 
Industry Primary Attack 

Trends 
(2022-2024) 

Key Attack 
Vectors/Impacts 

Specific 
Numbers/Increa
ses 

Source 

Finance and 
Insurance 

Consistently 
top-targeted; 
shift to complex 
attacks. 

System 
Intrusion, 
Misdelivery 
errors, 
Phishing/Pretext
ing, Stolen 
Credentials, 
DDoS, Supply 
Chain 
Compromise. 

17.4% of 
incidents in 
2024 (Mandiant) 
15; 78% of 
breaches from 
System 
Intrusion, Errors, 
Social 
Engineering 
(Verizon) 19; 
Average breach 

IBM, Mandiant, 
Verizon, 
Radware 



 

cost $6.08M in 
2024 (3% YOY 
increase) 24; 
Human error 
down from 33% 
(2023) to 24% 
(2024) 24; 73% 
of breaches 
from 
Phishing/Pretext
ing 4; 27% YOY 
increase in 
cyberattacks 
with ~13K DDoS 
attacks/institutio
n in 2024.27 

Healthcare Costliest 
breaches, 
increasing 
breach volume. 

Hacking/IT 
incidents 
(ransomware, 
malware, 
phishing), 
Unauthorized 
Access/Disclosu
re, Loss/Theft of 
devices, 
High-value PHI. 

Average breach 
cost $9.77M in 
2024 (14th 
consecutive 
year) 1; 387 large 
breaches in H1 
2024 (8.4% 
increase from 
H1 2023, 9.3% 
from H1 2022) 
32; 278% 
increase in 
ransomware 
breaches 
(2018-2023) 32; 
92% of orgs 
experienced 
cyberattack in 
past 12 months 
(up from 88% in 
2023).33 

IBM, HIPAA 
Journal, 
Ponemon 

Professional, High targeting, Social Top targeted in IBM, Mandiant, 



 

Business, and 
Consumer 
Services 

cyber inequity 
for SMEs, 
mobile device 
vulnerabilities. 

Engineering, 
Identity-based 
attacks, Supply 
Chain 
vulnerabilities, 
Mobile malware. 

Europe (38% of 
incidents) 11; 2nd 
most targeted in 
North America 
(20% of 
incidents) 11; 
11.1% of 
Mandiant's 
incidents in 
2024 15; 28% 
increase in 
cyberattacks on 
small 
businesses 
(2023 vs 2022) 
38; 21% growth 
in mobile device 
exposure (Q3 
2022-Q2 
2024).38 

ITRC, Akamai 

Manufacturing Consistently 
top-attacked, 
high 
ransomware and 
IP theft. 

Ransomware, 
Exploitation of 
outdated legacy 
technology, 
OT/IT 
convergence 
risks, Data theft 
(IP). 

Top-attacked 
for 3 
consecutive 
years (IBM 
X-Force) 26; 17% 
of global 
incidents in 
2024 (Fortinet) 
13; 87% increase 
in ransomware 
attacks against 
industrial orgs in 
2024 39; 1,171 
manufacturing 
entities targeted 
by ransomware 
in 2024 (from 
638 in 2023, 437 
in 2022) 39; 

IBM, Fortinet, 
American 
Progress 



 

$8.27B in lost 
downtime costs 
in US (2024).39 

Energy and 
Utilities 

Significant 
increase in 
incidents, 
critical 
infrastructure 
focus. 

Nation-state 
actors, 
SCADA/ICS 
vulnerabilities, 
Ransomware, 
Digital 
transformation 
risks. 

70% increase in 
cyberattacks on 
utilities in 2024 
vs previous year 
41; 200% 
increase in 
attacks on 
utilities in 2023 
43; At least 175 
physical 
attacks/threats 
against US grid 
in 2023 42; 85% 
of critical 
infrastructure 
orgs 
experienced 
ransomware in 
2022 44; Weak 
cybersecurity 
management 
improved from 
38% (2022) to 
27% (2023).41 

Check Point 
Research, DOE, 
Morningstar 
Sustainalytics, 
Barracuda 
Networks 

 

Table 3: Cybersecurity Market Growth Forecast (2025-2030) 

 

 
Metric 2025 Value 2030 Value 

(Forecast) 
CAGR 
(2025-2030) 

Source 

Global $227.59B - $351.92B - 9.1% - 12.9% 9 MarketsandMar



 

Cybersecurity 
Market Size 

$272.6B 2 $500.7B 2 kets, Bizplanr.ai, 
PR Newswire 

Global 
Information 
Security 
End-User 
Spending 

$212B 2 N/A 15.1% increase 
(2024-2025) 23 

Gartner, 
Bizplanr.ai 

Global Cyber 
Insurance 
Market 

$16.3B - 
$16.54B 29 

$30B - $32.19B 
29 

10% - 14.2% 29 MarketsandMar
kets, Munich Re 

Healthcare 
Cybersecurity 
Market 

$19.03B - $31.9B 
34 

$40.82B - 
$56.34B 34 

16.49% - 18.5% 
34 

ResearchandMa
rkets, Grandview 
Research, 
Precedence 
Research 

US Data Center 
Energy Demand 

~3% of total US 
power demand 
(2024) 47 

~8% of total US 
power demand 
47 

15% 
(2023-2030) 47 

EY 

 

Table 4: Forecasted Attack Volume/Cost Increases by Industry (2025-2030) 

 

 
Metric Forecast 

(2025-2030) 
Specifics/Implication
s 

Source 

Overall Cybercrime 
Costs 

$10.5 trillion annually 
by 2025 2 

Highlights urgent 
need for stronger 
defenses across all 
industries. 

Cybersecurity 
Ventures, Bizplanr.ai 

Ransomware Attacks Expected to increase Indicates continued iLink Digital 



 

(Overall) by 2.75 times in 2025 
vs 2023 7 

proliferation and 
evolution of 
ransomware tactics. 

Healthcare 
Ransomware 

Expected to increase 
by 2.75 times in 2025 
vs 2023 7 

Healthcare sector 
remains a prime 
target due to 
sensitive data and 
operational criticality. 

iLink Digital 

AI-driven 
Attacks/Data Leaks 

17% of total by 2027 
23 

AI will increasingly be 
used by attackers for 
sophistication and 
evasion. 

Gartner 

Supply Chain Attacks 45% of global 
organizations 
affected by 2025 2 

Interconnectedness 
of digital ecosystems 
will continue to be 
exploited. 

Gartner, Bizplanr.ai 

Energy & Utilities 
Cyberattacks 

Continued worrying 
trajectory beyond 
2024 41 

Cyberattacks on 
utilities have tripled in 
past four years due 
to AI.46 Increasing 
digitization and 
energy demand will 
expand attack 
surface. 

Renewable Energy 
World, IEA 

Financial Services 
DDoS Attacks 

Attack frequency, 
volume, and 
complexity rising at 
unprecedented rates 
27 

Financial sector 
remains most 
targeted; requires 
adaptive, real-time 
defenses. 

Radware 

 

4. Cross-Industry Recommendations for Enhanced Cyber 
Resilience 



 

 

To navigate the escalating and evolving cyber threat landscape, organizations across 
all industries must adopt a proactive, intelligence-led defense strategy. 

1.​ Prioritize Identity and Access Management (IAM) with Strong MFA: Given the 
pervasive shift towards identity-based attacks and the abuse of valid credentials, 
robust IAM solutions are paramount. Implementing phishing-resistant 
Multi-Factor Authentication (MFA) across all systems is crucial to prevent 
unauthorized access. Continuous monitoring of identity-related activities and 
user behavior analytics can help detect anomalous logins that signify 
compromise.6 

2.​ Embrace a Zero Trust Architecture (ZTA): As traditional network perimeters 
dissolve with cloud adoption, remote work, and IoT devices, a Zero Trust 
approach becomes the gold standard. This model, based on "Never Trust, Always 
Verify," continuously authenticates and monitors every user, device, and traffic 
flow, drastically reducing the attack surface and limiting lateral movement in the 
event of a breach.7 

3.​ Strengthen Vulnerability Management and Patching: The significant increase 
in vulnerability exploitation necessitates a rigorous and timely patching regimen 
for all systems and software. Organizations must invest in continuous monitoring 
and proactive threat hunting to identify and mitigate potential vulnerabilities 
before they can be exploited.15 

4.​ Enhance Supply Chain and Third-Party Risk Management: The growing 
prevalence of third-party breaches demands a comprehensive approach to 
supply chain security. This includes conducting thorough security assessments of 
vendors, implementing rigorous security measures for third-party software, and 
regularly auditing supply chain partners. Organizations must gain a deeper 
understanding of cyber vulnerabilities within their extended ecosystem.3 

5.​ Invest in AI-Driven Cybersecurity Solutions: To counter AI-powered attacks 
and improve defensive efficiency, organizations should strategically integrate AI 
into their cybersecurity operations. AI-driven tools can revolutionize threat 
detection, incident response, and remediation processes, enabling faster and 
more intelligent responses to complex threats.7 However, it is equally critical to 
develop robust security frameworks for an organization's own generative AI 
initiatives to prevent them from becoming new attack vectors.24 



 

6.​ Develop and Regularly Test Incident Response Plans: Despite improved 
defenses, breaches remain inevitable. Comprehensive and regularly updated 
incident response plans are essential to minimize the financial and reputational 
impact of cyber incidents. This includes network segmentation to limit the spread 
of attacks and a clear strategy for engaging law enforcement, which has been 
shown to reduce breach costs in ransomware cases.1 

7.​ Prioritize Security Awareness Training: Human error continues to be a 
significant factor in breaches. Regular and sophisticated security awareness 
training programs, particularly focused on recognizing advanced phishing 
techniques (including QR code-based phishing) and pretexting, are critical to 
reduce the risk posed by careless users.4 

8.​ Improve Internal Detection and Logging Capabilities: Reducing reliance on 
external notifications for compromise detection is vital. Investing in robust internal 
detection and logging capabilities can significantly reduce dwell time, allowing 
organizations to identify and contain breaches more rapidly.15 

 

Conclusion 

 

The cyber threat landscape is in a state of perpetual acceleration and evolution, 
demanding a fundamental shift in how organizations approach security. The data 
unequivocally demonstrates that no industry is immune, with critical sectors like 
Finance and Insurance, Healthcare, Professional, Business, and Consumer Services, 
Manufacturing, and Energy and Utilities facing persistent and increasingly 
sophisticated attacks. The rise of identity-based attacks, the pervasive exploitation of 
vulnerabilities, the tactical adaptation of ransomware, and the dual-edged impact of 
artificial intelligence are not merely trends but represent a profound redefinition of the 
attack surface and adversary capabilities. 

The financial costs of cyber incidents continue to climb, projected to reach 
unprecedented levels. This necessitates not just increased spending on cybersecurity, 
but a strategic reallocation of resources towards proactive, intelligence-led defense 
mechanisms. Organizations must move beyond reactive postures to embrace 



 

continuous threat exposure management, integrate advanced AI capabilities 
responsibly, and fortify their defenses across their entire interconnected digital 
ecosystem, including their supply chains and unmanaged devices. Cultivating a 
culture of cybersecurity awareness, investing in skilled talent, and fostering 
collaborative defense mechanisms are equally vital. The imperative for continuous 
adaptation and robust investment in cybersecurity is not merely a matter of 
compliance or risk mitigation; it is a fundamental requirement for operational 
resilience, economic stability, and long-term viability in the digital age. 
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